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Cyber Infrastructure Threat 



Cyber Risk to Infrastructure 



How to Nation States think About Warfare? 

-Shaping

-Overt

-Kinetic
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Bad Actors with Motivation and Ability  

State and Non- Actors

Non-State Actors

For Profit

For Effects

-Disrupt: Functionality, Confidence

-Deny: Leverage, Create Openings 

-Corrupt: Spoof or Remove Value 



Why Cyber

Can be Cost and Risk Effective 

Operational Preparation of the Environment

Pre kinetic

Coordination of fires  

Not Attributable 

No “Boots on Ground” (Sometimes)

Key Component of Everyday Life 

Negates Need for “Over the Beach Capability”

Ability to recover assets for asulters benefit  



Current Military Capabilities 





By the Numbers

36,000 malicious scans per second in 2024

97 Billion Exploitation attempts globally in 2024

1.7 Billion Stolen Credential Record

In 2024 more than 40,000 vulnerabilities were 

added to the National Vulnerability Database – 

23% increase over 2023

 

Source: Fortinet.com  



Headlines



Cyber Security Balancing Act

› Balancing Security vs Friction for 

users / slow down buisness



Legacy Systems

› Stand alone cabinets or closed loop 

systems. 



ebay

Amazon



Additional Difficulty



Physical Access



Industry Improvements

› Strong Passwords (Not reused) 

› MFA

› Anti-Virus

› Software Patches/updates

› VPN

› Air Gap or Isolated Systems

› Properly Configured Firewalls

› Monitor systems / Pen Tests

› Training/Informed Staff

› System Logs



Stay Informed and Vigilant

› Malware: Virus, Worms, Trojans, 
Ransomware, Spyware

› Social Engineering: Phishing, 
Vishing

› Denial-of-Service(Dos/DDoS) 
Attacks

› SQL Injection

› Man-In-the Middle Attack

› Zero Day Exploits

› Hardware Hacks: Bash Bunny, 
Rubber Ducky, Wifi Pineapple, 
OMG Cable



Transportation Cyber Collaboration Model

• Industry, Government, and Academia

•Use of Laboratory Facilities to Test Concepts

•Norwich’s Cyber Fusion Center Transportation Lab

•Open for Scholarly Research, Development, & 

Testing…but also

•Collaboration with Industry and Government

•V2x and Penetration Concepts– V2V, V2i, all 

vulnerabilities 



Thank you!



Questions?
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