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Cyber Infrastructure Threat




Cyber Risk to Infrastructure

Hazard Exposure Risk




How to Nation States think About Warfare?

-Shaping
-Overt
-Kinetic
-Non Kinetic
-Covert
-Kinetic
-Non Kinetic
-Attributable
-Non-Attributable
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Holistic View of the Operational Environment
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Bad Actors with Motivation and Ability

Instruments of National Power

State and Non- Actors
Non-State Actors

For Profit

For Effects

-Disrupt: Functionality, Confidence
-Deny: Leverage, Create Openings

-Corrupt: Spoof or Remove Value

D

Diplomatic

* Embassies/
Ambassadors

* Recognition

* Negotiations

* Treaties

*= Policies

* International
forums

Informational

= Military
information

* Public diplomacy

* Public affairs

* Communications
resources

* |nternational
forums

= Spokespersons,
timing, media
and venues for
announcements

M E

Military Economic
= Military * Trade policies
operations * Fiscal and

* Engagement, monetary
Security Coop, policies

Deterrence * Embargoes
= Show of force = Tariffs

= Military = Assistance
technology

= Size,
composition of
force




Why Cyber

Can be Cost and Risk Effective

Operational Preparation of the Environment
Pre kinetic
Coordination of fires

Not Attributable

No “Boots on Ground” (Sometimes)

Key Component of Everyday Life

Negates Need for “Over the Beach Capability”

Ability to recover assets for asulters benefit
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Current Military Capabilities

Green Berets use disruptive cyber
technology during Swift Response 2024

By Sgt. st Class Tim Beery August 27, 2024
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Infrastructure Cyber Protection Project

for investment

SEPTEMBER 28, 2022
New E-EFMP system supports Army

families with special needs members

APRIL 12, 2022

U.S. Army STAND-TO! | Army Organic
SHOW CAPTION + Industrial Base Modernization
Implementation Plan




Pentagon backs SOCOM model for Cyber Command amid calls for
separate cyber force

"Our preference was the SOCOM-like model,” Army Lt. Gen. William Hartman said.
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| Reframing the Special Operations Forces-  pefense2024
Cyber-Space Triad
y National rity. For insiders. By insiders. - - . .
::::;:: T e 7 s e Special Operations’ Contributions to Space Warfare
il Join War on the Rocks and gain access to content trusted by
policymakers, military leaders, and strategic thinkers worldwide. Maj. Brian Hamel, U.S. Army

Download the PDF &

SOF has a culture of decentralized combat operations with a focus in the human domain.

The Sad and Sorry Tale of
Cyber Command’s Seven-

—~Col. Mark Orwat

Humans are always in the loop of spacepower.

—Dr. Bleddyn Bowen
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Unauthorized message appears on Moanalua
Freeway sign

By Jeremi Dec 30, 2024 Updated Dec 30, 2024 %

CYBERSECURITY

—— . Maryland Cyber Attack Interrupts Bus Tracking,
Alabama digital road sign hacked to Exposes Data

diSplEly White Supl'ema(:iSt messages The matter impacted the state Department of Transportation and has, the

Maryland Transit Administration said, resulted in “incident-related data loss.”
Real-time bus tracking is unavailable on some routes.

September 29, 2025 » Journey Burris, Baltimore Sun ° @ @ e °
Computing > Internet > Online Security ,1
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Hacking an Electronic Highway Sign is Way
Too Easy

m By Jill Scharr published June 6, 2014

Warning: hackers ahead? Electric highway signs are very easy to
hack — especially a certain brand which uses the same default
passwaord.

Kansas City, Kansas, police, fire non-emergency
services impacted by ‘network incident’

By Robert A. Cronkleton

May 22, 2024 10:10 AM | €8 Gift Article
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Traffic Signal Key Combo! #1 and #2 MADE IN THE USA. GO USA!
Pre-Owned

$67.51 qekdistributors 97.2% positive (552)
or Best Offer

+$7.73 delivery

Located in United States

10 watchers

Sponsored

New CCL Traffic Signal Cabinet #2 Key

Brand New

$20.00 fuzzyfruit 100% positive (2.3K)
Buy It Now

+$5.00 delivery

Located in United States

Toots & Home Improvement » Safety & Security » Personal Protective Equipment » Protective Workwear » Safety Apparel

Visit the TICONN Store

TICONN Reflective Safety Vest High Reims
Visibility Class Il Mesh Vest for Enjoy fast free delivery,

exclusive deals, and award-
Women & Men Meets ANSI Standards winning movies & TV shows.
46 %kkkdr v 5167 ratings
600+ bought in past month

Join Prime

$Q99

9 $Q99
Get Fast, Free Shipping with Amazon Prime
FREE Returns v
Color: Yellow

Get Fast, Free Shipping with
Amazon Prime

FREE delivery Thursday,
) October 9 on orders shipped by
Amazon over $35

555 Or Prime members get FREE
delivery Tomorrow, October 5.
Order within 5 hrs 54 mins. Join
Prime

© Delivering to Canton 02021 -
Update location
$9.99 In Stock

Quantity: 1

Add to Cart
S e '=‘“f§
4 | By Now)

 available Ships from  Amazon
i options, i Soldby  TICONNUS

Size: Large Returns  FREE 30-day
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J-641861-3001
Transmitter ®
System 1




Time it takes a hacker to brute
force your password in 2025

' ?,J‘ Number of
Characters

Numbers Only

Instantly
Instantly
Instantly
Instantly
Instantly
2 hours
1day
1 weeks

Lowercase
Letters

Instantly
Instantly
46 minutes
20 hours
3 weeks

Upper and
Lowercase
Letters
Instantly
57 minutes
2 days
4 months

812tn years

Hardware: 12 x RTX 5090 | Password hash: berypt (10)

Numbers, Upper
and Lowercase
Letters
Instantly
2 hours

6 days

Numbers, Upper
and Lowercase
Letters, Symbols
Instantly
4 hours
2 weeks

275bn ﬁars

3tnyears  19tn years

218tn years
13qd years

1qd years
94qd years




'. SHODAN Explore Pricing &

United States 4,442
Japan 1,701
France 558

Russian Federation 459

Italy 421



Transportation Cyber Collaboration Model

* Industry, Government, and Academia
* Use of Laboratory Facilities to Test Concepts
* Norwich’s Cyber Fusion Center Transportation Lab

* Open for Scholarly Research, Development, &
Testing...but also

* Collaboration with Industry and Government

*V2x and Penetration Concepts- V2V, V2i, all
vulnerabilities
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