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In t roduct ion

Wading into the pool…



CV Overview  and  Background
 Vehicles, infrast ructure, and /or m ob ile 

devices b roadcast  m essages via 
w ireless com m unicat ions m ed ia 

 These m essages are received  by other 
vehicles, infrast ructure, and  m ob ile 
devices to enab le CV app lica t ions

 An  a p p lica t ion  is a  co lle c t ion  o f 
p h ysica l ob je c t s, fu n c t ion a l ob je c t s, 
a n d  com m u n ica t ion s th a t  a re  t a ilo re d  
to  fit  a  re a l-w orld  t ra n sp ort a t ion  
p rob le m  o r n e e d Th is sh ou ld  n o t  b e  th e  ou tcom e  o f “a n y” 

Con n e c te d  Ve h ic le  De p loym e n t…



Technology Overview  (Geek 10 1)

Direct  Short  Range 
Com m unicat ions (DSRC)
• 5.9 GHZ FCC licensed spect rum
• High –Bandw id th/Low  Latency
• Broadcast  m ode –180 0 M Maxim um  - LOS
• Engineered  to w ork in a m oving vehicle
• Secure and  Reliab le

Cellular/Mob ile Netw ork
• Privately dep loyed, m ult i-use infrast ructure
• Higher relat ive latency and  low er bandw id th
• Suitab le today for m ost  non-safety crit ical 

app licat ions
• Largely supported  by the telecom  sector
• Reliant  on subscrip t ion service



CV Term inology

 Basic Safet y 
Message (BSM)

 Standard  m essage 
broadcast  from  
vehicles w hich 
includes inform at ion 
on locat ion, speed , 
head ing, 
accelerat ion and  
other param eters



CV Term inology
• Signal  Phase and  

Tim ing (SPaT)

• An infrast ructure-
based  m essage using 
d irect  cont roller 
output  w hich 
p rovides inform at ion 
about  the current  
signal phase being 
served , t im e unt il 
phase term inat ion, 
and  other 
param eters.



CV Term inology

• Traveler In form at ion Message (TIM)

• Configurab le m essage t ransm it ted  
from  infrast ructure to vehicles

• w hich can include a range of 
inform at ion about  roadside features, 
geom et ric configurat ion, and  
w arning inform at ion (note: w ill be 
rep laced  by the Basic Infrast ructure 
Message (BIM) –standard  under 
developm ent ) .  Several flavors 
include: Weather, Curve Speed, 
Vehicle-Driver Alerts.



CV Term inology

• Personal  Safet y Message (PSM)

• A m essage t ransm it ted  from  
personal m ob ile devices to a 
vehicle or to infrast ructure w hich 
contains safety data regard ing the 
kinem at ic state of various types of 
Vulnerab le Road Users (VRU) (This 
m essage is under developm ent ) 



Vehicle-t o-Veh icle (V2V)

 App licat ion supported  through 
com m unicat ions betw een tw o vehicles

 Exam ples:
— V2V Basic Sa fety

— Em e rg e n cy Ele c t ron ic  Bra ke  Lig h t s, Fo rw a rd  Cra sh  
Wa rn in g , In t e rse c t ion  Move m e n t  Assist , e t c .

— V2V Specia l Vehicle Alert  (Em ergency 
Vehicle)

— Transit  Vehicle a t  Sta t ion/Stop  Warning
— Vehicle Turning Right  in  Front  of a  Transit  

Vehicle*
— End of Queue or Em ergency Brake Light

h t tp s://w w w .it s.d o t .g ov/in fog ra p h s/ve h ic le _tu rn in g _rig h t .h tm

https://www.its.dot.gov/infographs/vehicle_turning_right.htm


Vehicle-t o-In frast ruct ure (V2I)

 App licat ion supported  through 
com m unicat ions betw een vehicles and  
infrast ructure

 Exam ples:
— In tersect ion Safety Warning and  Collision 

Avoidance (S)
— Reduced  Speed  Zone Warning (S)
— Transit  Pedest rian Ind ica t ion (S)
— Transit /Freight  Signa l Priorit y (M)
— Em ergency Vehicle Preem pt ion (M)
— Winter Ma intenance*

h t tp s://w w w .it s.d o t .g ov/in fog ra p h s/m d ss.h tm
h t tp s://w w w .it s.d o t .g ov/in fog ra p h s/Eco_t ra ffic_sig n a l_t im in g .h tm

https://www.its.dot.gov/infographs/mdss.htm
https://www.its.dot.gov/infographs/Eco_traffic_signal_timing.htm


Vehicle-t o-In frast ruct ure (V2I) –
Veh icle Dat a for Traf f ic Operat ions

 Probe data ob tained  from  vehicles to 
support  t raffic m anagem ent
— Loca l, rea l-t im e da ta  and  perform ance 

m easures
— Supports im p lem enta t ion of opera t iona l 

st ra tegies.

 Provid e s a cce ss to  in fo rm a t ion  from  
la rg e  ve h ic le  p op u la t ion  a s p e n e t ra t ion  
o f CV te ch n o log y in c re a se s.

h t tp s://w w w .it s.d o t .g ov/in fog ra p h s/d a ta _ca p tu re .h tm

https://www.its.dot.gov/infographs/data_capture.htm


Pedest rian-t o-Everyt h ing (P2X)
 App licat ion supported  through 

com m unicat ions betw een VRU m ob ile 
devices and  vehicles or m ob ile devices 
and  infrast ructure

 Current  USDOT research in th is field
— Mob ile Device user sa fety
— Enab ling m ob ilit y as a  service app lica t ions

 Exa m p le s:
— Pedest rian in  Signa lized  Crossw a lk (S)
— Transit  Vehicle a t  Sta t ion/Stop  Warning (S)
— Pedest rian Intersect ion Mob ilit y (M)
— Transit  Traveler Inform at ion (M)

h t tp s://w w w .it s.d o t .g ov/com m u n ica t ion s/im a g e s/Im a g e 23.JPG

https://www.its.dot.gov/communications/images/Image23.JPG


— Consum able/availab le now  
— H eavily tested  (m ore “m ust ” com e through lifecycle”)
— Cert ifica t ions via  Om niAir “com ing online” (need  im provem ents)
— Specifica t ions and  Agency/App lica t ion Test ing a re key to uses

— Low  La te n cy
— Im p rove  Sa fe ty
— Re d u ce  Con g e st ion , Cle a ra n ce  Tim e s a n d  “e ve n t  d e t e c t ion ”
— Re d u ce  c ra sh  se ve rity a n d  p o te n t ia lly sa ve  live s
— Rich  se t  o f b ig  d a t a  a n d  a n a lysis “too ls/log ic”

— TSMO im provem ents
— Signa l and  Corridor Op t im iza t ion
— Incident -Event  Managem ent  (b roader detect ion)
— Exposure, dep loym ent , use, perform ance m easures = next  itera t ions

Exam p le Business Cases for DSRC



Technology Com parison

“Ehh - What ’s up  doc”…



Indust ry Sum m ary –a t ale of  t w o t echnologies…

 VHS vs. Betam ax
 Car vs. Horse
Or today on the vehicle-side (DSRC or 

CV2-X)

Governm ent  posit ion
— H eid i King, deputy adm inist ra tor a t  the 

Nat iona l H ighw ay Tra ffic Sa fety 
Adm inist ra t ion, sa id  the Departm ent  of 
Transporta t ion w as “technology neut ra l” 
on com m unica t ion p rotocols.
h t tp s://w w w .n h t sa .g ov/sp e e ch e s-p re se n ta t ion s/ke yn o te -
a d d re ss-it s-a m e rica

19 0 0  – Ea ste r Morn in g  5 th Ave n u e , NY

19 13 – Ea ste r Morn in g  5 th Ave n u e , NY –
Fin d  a  h o rse …

https://www.nhtsa.gov/speeches-presentations/keynote-address-its-america


— DSRC – “w ire le ss d e riva t ive ”
— DSRC test ing over 20 + years 
— Crash Avoidance Met rics Partnersh ip  (CAMP) backing/test ing
— Mult ip le Agencies w ith  substant ia l dep loym ents “ongoing”
— 20 17 US/Japan
— 20 19  European p roduct ion ram p sta rt ing-up

— C-V2X – “ce llu la r d e riva t ive ” 
— C-V2X technology w as int roduced  recent ly
— C-V2X is defined  by 3GPP based  on cellu la r m odem  technology
— Different  non-interoperab le access layer to DSRC 
— C-V2X is m aybe ga in ing steam  in other regions.

Indust ry Sum m ary (cont .)



C-V2X t h ings you should  know …
 Vocabulary d ifference betw een CV-X (DSRC) and  C-V2X (Cellular) and  

V2X (Vehicle to Everyth ing)
— Indust ry p ressure on 5.9  GH z spect rum /bands (DSRC)
— Indust ry p ressure to com m it  “future-p roof” view point  (e.g. cellu la r solut ion)

— Ce llu la r n e e d s m ore  lon g -t e rm /la rg e r t e st in g  sce n a rios
— More  com p a n ie s/in d u st ry m ix jo in in g  5 -GAA

 De vice -to -d e vice  [1] m od e  (V2V, V2I, V2P) op e ra t ion
— C-V2X does not  necessarily require any netw ork infrast ructure.
— Can opera te w ithout  a  SIM and  w ithout  netw ork assistance
— Uses GNSS as it ’s p rim ary source of t im e synchroniza t ion
— Supports V2N app lica t ions using exist ing cell netw ork w ith  voice/da ta
— V2N w ould  require Mob ile Netw ork Opera tor (MNO) for com m ercia l services 

and  netw ork assistance

[1] Re lie s on  th e  PC5 in t e rfa ce  sp e c ifie d  b y 3GPP fo r d e vic e -to -d e vic e  op e ra t ion .
[2] Se e  3GPP TR 22.8 8 5  Stu d y on  LTE Su p p ort  fo r Ve h ic le  t o  Eve ryth in g  (V2X) Se rvice s.



Key Dep loym ent  St rat egies

Not your average VEE…



Leverage a quicker/qual it y p rocess (Agile)

 As a 
m arket  w e 
should  
begin 
m oving 
from  VEE 
to Agile…



Connect ed  Corridor Overview  –Envisioned  App licat ions

W ork  t he p rocess…
 Veh icle Dat a for 

Traf f ic Managem ent
— BSMs and  other 

vehicle-based  
m essages cap tured  by 
roadside CV equipm ent

— Data  from  roadside 
equipm ent  (e.g. signa l 
cont roller) a lso 
cap tured

— Supports t ra ffic 
m anagem ent  act ivit ies

Analyt ics
/Rem ote

Mgt
Services

Prod
SCMS

Service



— Develop /design netw ork arch itecture and  CV 
t op o log y 
— Design and  develop  IP addressing p lan/VLAN 
— Managem ent  st ra tegy for IP6 /IP4 overlay 

im p lem enta t ion
— Provid e  n a t ive  con n e c t ivity IPv6  e n d  to  e n d

— Tunnel is an op t ion, not  rea lly sca lab le/cost  effect ive
— Provid e  se p a ra t e  IPv6  n e tw ork t ra ffic  from  Core
— Provid e  se p a ra t e  IPv6  n e tw ork t ra ffic  to  In t e rn e t
— Provid e  se con d a ry ISP  con n e c t ion  

— Avg. 5 Mbps per m onth; per RSU
— Configura t ion param eters vary bandw id th needs

High-level Requirem ent s (Net w ork)



— Provide dual-st a ck ca b in e t  sw it ch e s (IPv4/IPv6 ) w ith  
VLAN su p p ort

— Provid e  se p a ra t e  h ig h -e n d  rou te r
— Provid e  se p a ra t e  h ig h -e n d  fire w a ll w ith  in sp e c t ion
— Provid e  in t e g ra t ion  su p p ort  fo r VLANs th rou g h  

n e tw ork
— Provid e  O&M of e q u ip m e n t  th rou g h  life cyc le
— Provid e  con fig u ra t ion  a n d  in t e g ra t ion  su p p ort  o f 

e q u ip m e n t

High-level Requirem ent s (Net w ork)



— Safety crit ical app licat ions regard less of DSRC, C-V2X (o r 
5G)
— Ab ilit y to revoke cert ifica tes via  CRL

— Ba d  Ac to rs
— Rog u e  De vice s
— Misb e h a vio r

— Messages + Devices require secure m ethod  tha t  is sca lab le for
— Ve rifica t ion
— Va lid a t ion
— Au th e n t ica t ion

— Product ion Com m ercia l SCMS cert ifica tes
— Provid e r Se rvice  ID b y m e ssa g e -se t  t yp e

— In t roduce new  a t tack surfaces and  threa t  vectors
— Start  needs to be foundat ion across lifecycle

— Pla n n in g , De sig n , Con fig u ra t ion /Te st in g , De p loym e n t  a n d  O&M

Securit y –Securit y and  p lease focus on securit y…



— IPv6 address for each m anagem ent  interface
— IPv6  addressing on RSU’s and  DSRC rad ios
— Separa te address ranges a re required
— Idea lly segm ent  netw ork and  range use

— Provid e  d u a l DSRC ra d ios w ith  ch a n n e l sw it ch in g  p e r RSE
— Provid e  a  m in im u m  30 0 m  DSRC cove ra g e /a vg . 150 0  m  DSRC 

cove ra g e
— Provid e  d e vice  th a t  fu n c t ion s a n d  in t e rop e ra te s

— (USDOT 4.1 RSU Specifica t ions or above)
— Om niAir Cert ifica t ion, 
— USDOT SCMS Nat iona l Arch itecture conform ance
— Above changes a  num ber of funct ion, fea ture & a rch itecture = custom  spec.

— De ve lop  ch a n n e liza t ion  p la n  fo r RSU’s
— In te g ra te  a n d  Te st  (b e n ch , m ock-u p , fie ld  e xa m p le s)

— Equipm ent  p lanning to p rocure and  dep loy
— Develop  and  im p lem ent  use cases –test  cases
— Valida te da ta  and  m et rics

High-level Requirem ent s (RSU/OBU)



Sam ple 
Site  P la n  -
Ra d io
Cove ra g e s 
&
Ch a n n e ls



W rap-up

Alm ost  there…



— Make new  friends – ID Sta ke h o ld e rs
— CAV Workgroup  –m ight  w ork for certa in Agencies

— De fin e  Ne e d s, Re q u ire m e n t s, Con Op , Me t ric s
— SAE J2735 Message/App lica t ion Priorit y Defin it ions

— De fin e  h ow  a n d  w h o  g e t s t o  h a n d le  - IP6  m e th od o log y 
— IP4/IP6  dua l stack*
— Nat ive IP6*
— Secondary ISP*
— IP6  just  on edge (risk)
— IP6  tunneled  on IP4 (risk/cost )

— De fin e  Ne tw ork De sig n /Arch it e c tu re
— Fin a lize  Sit e s, Qu a n t it ie s & Eq u ip m e n t
— Pre p  Cost  Est im a te s & Sp e c ifica t ion s

— ID and  Eva lua te Specific Add-in Requirem ents
— ID Risk & Risk Mit ig a t ion

0 1- Dep loym ent  St rat egy (Early)



— Perform  Field  Work/Evaluat ion/Com m Pa th s
— App ly “Genera l/Region” FCC license grant  for DSRC 
— Update “license” by site/device a fter dep loym ent

— De ve lop  RFP/Re le a se
— Prepare and  Perform  Bench Test ing (90 d)
— Fina lize Ranking
— Procure Equipm ent
— Netw ork, ISP and  Security a ll have to get  through design “together”

— Me ssa g e s Pre p  (TIM/MAP) – Hig h  re so lu t ion  LIDAR d a ta  
co lle c t ion /p ost -p roce ssin g

— Te st in g
— Prepare and  Perform  Interoperab ilit y and  Mock-up  Test ing (60 d)
— Prep /Configure by Site on Bench
— Field  Roll-out  by Corridor
— Field  Test  per site

— Up d a te  FCC lice n se s – sit e  b y sit e  (h e ig h t s, fin a l p osit ion s, e t c .)
— Fin a lize  Go-Live /Prod u c t ion  Cu t -ove r

0 2-Dep loym ent  St rat egy 



— Standards, Specs, Licenses, Security are key d rivers to funct ion 
(IEEE 16 0 9 .x, SAE J27x, IEEE 8 0 2.x, FCC, SCMS)
— Frequency and  spect rum  (ana lysis/interference)
— Not  a ll the supp liers a re in teroperab le/funct iona l per spec.
— None of these a re t rad it iona l ITS device/supp liers

— Pla n , De sig n , Exe cu te , Te st , Im p le m e n t , Op e ra t e , Eva lu a te , 
Re vise
— Process & Docum enta t ion

— Workin g  tog e th e r t o  b re a k d ow n  silo s fo r st a ke h o ld e rs a n d  
w ith in /a c ross Ag e n cy d e p loye rs
— Tra ffic, Signa ls, Ma intenance & IT –“happy fam ily”

— Te st in g , Eva lu a t ion  a n d  Re vision  Proce sse s a re  ke y fu n d a m e n t s
— Tra in folks involved  (focus on effect ive t roub leshoot ing) 
— Cut  across technologies/silos

— A p a rt in g  sh o t  ove r t h e  b ow …
— As an indust ry w e need  to m ove past  VEE to Agile m ethods

Sum m ary
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